AMPLIFA PROCUREMENT GLOSSARY

Risk Heatmap: Visualising supplier and
procurement risks at a glance

The risk heatmap is a visual matrix that procurement organisations use to assess and prioritise
risks by probability of occurrence and potential damage. It translates the results of risk
assessments into a colour-coded overview — typically from green (low risk) to red (critical risk). In
procurement, it serves to make supplier risks, commodity group and process risks transparent and
to target measures where the damage potential is greatest.

Key facts

* The risk heatmap arranges risks in a matrix of probability of occurrence and potential damage and
prioritises them by colour.

* In procurement, supplier failures, price and currency risks, compliance breaches and logistics
disruptions are typically depicted.

* The basis is a systematic risk identification, often fed by spend analytics, supplier evaluations and
supply market intelligence.

 In practice, rating scales of 1 to 5 have become established for both axes; this results in a
classification into three to five risk classes.

* The risk heatmap is not a one-off project but a continuously updated management instrument, often
updated quarterly.

* Itis closely related to the risk matrix and a core element of effective risk management in
procurement.

Definition: Risk Heatmap

A risk heatmap is a graphical representation of assessed risks in a matrix whose axes usually depict the
probability of occurrence and the potential damage. Each risk is plotted as a point or field in the matrix
and classified using colours or symbols.

Distinction from the risk matrix

The terms risk heatmap and risk matrix are often used synonymously. In the stricter sense, the risk
matrix is the methodological grid with defined levels, while the heatmap refers to the visualised overall
view of all assessed risks — the “thermometer picture” of the risk landscape. In practice, the two
elements interlock: the matrix provides the logic, the heatmap the tangible result for management and
procurement leadership.

Purpose in the procurement context

In procurement, the heatmap answers three questions: Where are the greatest risks in the supply chain
and supplier portfolio? How do these risks change over time? And where can countermeasures achieve
the greatest effect? In this way, it connects operational topics such as replenishment and supplier
failures with strategic issues such as supplier concentration or alternative sourcing for critical material
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classes.

Methods and approach: How arisk heatmap is created in
procurement

Building a meaningful heatmap follows a multi-stage process: identify, assess, prioritise and
continuously monitor risks. Quality depends less on the software than on clean master data and
disciplined updating.

Step 1: Identify risks

The starting point is a systematic inventory along the procurement processes: critical commodity
groups, suppliers with a high share of procurement volume, single and dual sourcing situations, long
lead-time components as well as country and logistics risks. Useful data sources include spend
analytics, supplier evaluations, incoming goods inspection (delivery quality), complaint statistics and
insights from supply market intelligence. Customer requirements, such as those for a sustainable
product group like packaging, can also open up risk areas.

Step 2: Assess and scale risks

Each risk is rated for probability of occurrence and damage, typically on a scale of 1 to 5. In practice, the
damage covers several dimensions: revenue exposure, replacement costs, reputational and compliance
risks, and the impact on service level towards internal and external customers. A uniform scoring model

ensures that different buyers assess consistently and comparably.

+ Probability: highly unlikely to highly likely (1-5)
* Impact: negligible to existential (1-5)
» Risk value: product of both values; common classes are low, medium, high, critical

Step 3: Visualise and keep up to date

The assessed risks are transferred as points into the grid. It is important to agree an update cycle —
quarterly in practice — as well as clear trigger events such as insolvency news, geopolitical events or
significant price changes. For critical risks in the red zone, countermeasures are recorded with an owner
and deadline, and their progress is made visible in the next update.

Key KPIs and metrics around the risk heatmap

A heatmap is only as good as the KPlIs that feed it. In procurement, supplier, quality and supply KPls
typically feed in, supplemented by financial and compliance indicators.

Supplier and supply KPIs

Key input factors are on-time delivery, the rate of rejected deliveries from incoming goods inspection and
the achievable service level for critical items. Supplier concentration — such as the share of the top five
suppliers in spend — is also a classic heatmap indicator of dependency risk.

« On-time delivery: guideline value above 95%, often higher for critical parts

« Supplier concentration: share of single-source items in spend as a warning indicator

« Service level for critical materials: typically a target value of 98% or more
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Financial and process KPIs

Financial risks show themselves, among other things, in payment terms being exceeded — here the
on-time payment rate provides indications of the relationship with strategic suppliers — as well as in
currency and price fluctuations. How quickly procurement can respond to failures can be measured by
the time-to-market for alternative suppliers or the average duration of an emergency order. The
procurement ROI of risk measures, such as dual sourcing or safety stocks, can also be estimated via
avoided downtime costs.

* On-time payment rate: share of invoices paid on time, guideline value above 95%
« Time-to-market for alternative supply sources: weeks to months in practice
« Emergency order lead time: hours to days depending on urgency

Risks and controls: dealing with the prioritised fields

The heatmap only delivers its value when concrete measures are derived from the classification. The
rule of thumb: the further right and top a risk lies, the higher the priority and the tighter the control.

Measures by risk class

Risks in the green zone are typically monitored and covered by routine processes. In the yellow zone,
preventive measures are recommended, such as additional stockholding, framework agreements with
price adjustment clauses or adding further suppliers to the supplier longlist. Red risks require active
countermeasures: qualification of second suppliers, material substitution (ESG), technical modifications
or contractual safeguards.

» Low: monitoring, standard processes
« Medium: safety stocks, framework agreements, prepare a second source
» High/critical: immediate measures, escalation paths, management decisions

Contractual and legal safeguards

Control instruments include contractual rights of withdrawal and termination — such as termination for
cause in the event of significant breaches of performance — as well as defined payment terms such as
net payment terms or safeguards for advance payments. International payment transactions require
correct bank details (BIC/SWIFT), the verification of which reduces the risk of fraud in the event of
payment changes. Legal details, such as liability or supply obligations, should always be reviewed
legally on a case-by-case basis.

Emergency preparedness and escalation

For risks with high damage potential but low probability of occurrence — the so-called catastrophe fields
— monitoring alone is not enough. Emergency plans with defined escalation levels, pre-validated
emergency ordering processes and emergency stocks for A-parts are sensible. It is important that
responsibilities, alternative sources and approval authorities are documented in writing and known to
those involved — only in an emergency does it become clear whether the plan works.

Current developments: digitalisation, sustainability and resilience

The requirements placed on the risk heatmap have expanded significantly in recent years. Static annual
assessments are increasingly giving way to dynamic, data-based risk monitoring with real-time
elements.

Amplifa Marketplace - Procurement glossary amplifa-marketplace.com/en/glossary/risk-heatmap



Automated risk monitoring

Modern approaches use data analytics in procurement to capture risk signals automatically: insolvency
and credit data, delivery date deviations, price developments and tender data from supplier onboarding
processes are continuously reported. Structured classifications such as UNSPSC make it possible to
aggregate risks consistently across commodity groups and link them with spend data. This turns the
point-in-time heatmap into a continuous early warning system.

Sustainability and compliance risks

Supply chain due diligence obligations, ESG reporting requirements and customer enquiries about
sustainable products make ecological and social risks a firm component of the assessment. Topics such
as CO2 intensity, working conditions deep in the supply chain or recyclable packaging are now often
depicted as a separate risk dimension in the heatmap. Material substitution for ESG reasons — such as
replacing problematic materials — is tracked both as a risk and as a measure.

Resilience instead of pure cost optimisation

Many procurement organisations have adjusted their assessment logic following supply chain
disruptions: supplier and country concentration, transport routes and replenishment lead times are
weighted more heavily. The heatmap thus becomes the link between risk management, strategy and
operational planning — and an argumentation tool towards senior management when it comes to
investment in safeguards and alternative sources.

Risk heatmap in supplier management

In addition to the material perspective, the supplier view is a separate field of application for the
heatmap. Here, all strategic and critical suppliers are assessed across several risk dimensions and
visualised in the portfolio.

Assessment dimensions per supplier

Typical dimensions are financial stability (creditworthiness, revenue dependence on the company itself),
on-time delivery and quality, compliance and sustainability risks, and the technical substitutability of the
supplied parts. Combining these dimensions yields a supplier risk score, which is weighted in the
scoring model. Suppliers in the critical zone receive an action plan — from contract optimisation through
qualification of a second source to an orderly replacement via a structured supplier onboarding process
with new suppliers.

Linkage with strategy and tendering

The insights from the supplier heatmap feed directly into the sourcing strategy: where dependency risk
is high, a tender with several qualified bidders can increase competitive pressure, and structured proof
of contact or proof-of-concept sourcing can accelerate alternative qualification. Price negotiation
technigues also gain leverage when a realistic exit option exists. In this way, the heatmap connects the
risk perspective with active market shaping.

Typical metrics

On-Time Delivery: > 95%
Guideline value; in practice higher target values apply for critical parts
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Service level for critical materials: >= 98%
Typical target level for A-parts without an alternative source

On-Time Payment Rate: > 95%
Indicator of stable supplier relationships and financial risk

Share of single-source items: as low as possible
A high share is regarded as a warning signal of supplier concentration

Practical example

A medium-sized mechanical engineering company with around 6,000 active items created a risk
heatmap across all relevant commodity groups for the first time. The assessment using a uniform
scoring model showed that a significantly smaller share of spend carried the greatest damage potential:
a few single-source suppliers for drive technology and electronics, as well as a high share of long
lead-time items from Asia. Based on the heatmap, priorities were set and measures implemented:

» Qualification of second suppliers for the ten highest-risk commaodity groups, including
proof-of-concept sourcing for critical components

« Building up emergency stocks for A-parts with long replenishment lead times and defined
emergency ordering processes

« Quarterly updating of the heatmap with automated warning indicators from supplier evaluations and
credit data

» Contractual safeguards with critical suppliers, including clear termination rights and binding supply
obligations

Conclusion

The risk heatmap is a proven instrument for structuring the multitude of procurement risks, prioritising
them and making them tangible for management. Its value arises not from the visualisation itself but
from sound data foundations, a consistent assessment logic and the consequent derivation of
measures. Those who maintain the heatmap quarterly and link it with supplier, quality and supply KPIs
obtain an effective early warning system. This turns risk management from a one-off paper project into a
continuous management process. For buyers, it is also a powerful argumentation tool for securing
resources for safeguarding and resilience within the company.

Frequently asked questions

What is a risk heatmap in simple terms?

A risk heatmap is a colour-coded matrix in which risks are classified by probability of occurrence and
potential damage. Red fields indicate critical risks with high priority, green fields well-controlled risks. In
procurement, it is used to identify supplier and material risks and to prioritise countermeasures in a
targeted manner.

How do | create a risk heatmap for procurement?

First, identify the relevant risks, ideally supported by spend analytics, supplier evaluations and supply
market intelligence. Then assess each risk by probability and impact, typically on a scale of 1 to 5, and
plot it in the matrix. Finally, define measures for the critical fields and agree on a fixed update cycle.
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What is the difference between a risk heatmap and a risk matrix?

The two terms are often used synonymously. Strictly speaking, the risk matrix is the methodological grid
with defined assessment levels, while the heatmap is the visualised overall presentation of all assessed
risks. In practice, the heatmap is built directly on the risk matrix.

Which procurement risks belong in a risk heatmap?

Typical contents include supplier failures and single-source dependencies, price and currency risks,
quality issues, logistics disruptions, compliance and sustainability risks as well as country and
geopolitical risks. Process risks such as incorrect master data or payment transactions should also be
considered. The selection should be based on the potential damage to the company.

How often should arisk heatmap be updated?

In practice, a quarterly update cycle has become established. In addition, defined trigger events such as
insolvency filings, geopolitical events or serious supply difficulties should trigger an unscheduled update.
What matters is that owners and deadlines are defined for measures and followed up.

Which KPIs feed into a risk heatmap?

Key input factors are on-time delivery, the rate of rejected deliveries from incoming goods inspection,
service level for critical materials and supplier concentration in spend. In addition, financial indicators
such as the on-time payment rate and time-to-market for alternative suppliers provide indications of risk
exposure. These values feed the scoring and thus the positioning in the heatmap.

Amplifa Marketplace - Procurement glossary amplifa-marketplace.com/en/glossary/risk-heatmap



