AMPLIFA PROCUREMENT GLOSSARY

Supplier Sanctions Screening: Systematically
Ensuring Compliance in Procurement

Supplier sanctions screening refers to the systematic checking of suppliers, service providers and
their owners against national and international sanctions lists. For buyers and supply chain
managers it is a mandatory task in compliance management, because business relationships with
sanctioned individuals or organisations can lead to penalties, export control violations and
reputational damage. Effective screening protects companies legally, financially and commercially.

Key facts

» Sanctions screening checks suppliers and ultimate beneficial owners against lists such as the EU,
OFAC and UN sanctions lists.

« |tis typically part of onboarding and is then repeated at regular intervals, often daily to quarterly.

* Fuzzy matching is necessary because name variants, transliterations and typos would otherwise
lead to missed hits.

 ldentified hits must be assessed through a substantive review (true match analysis) and
documented.

* In addition to suppliers, addresses, payment recipients and vessel containers of relevant
transactions must also be included.

» Violations can lead to fines, trade restrictions and the loss of insurance cover.

Definition: supplier sanctions screening

Supplier sanctions screening comprises the automated and manual checking of supplier master data
against sanctions, terrorism and export control registers. It forms part of procurement-side compliance
management and is closely linked to supplier evaluation and the Source-to-Contract (S2C) process.

Distinction from export control

Sanctions screening primarily checks whether business partners appear on lists. Export control
supplements this with restrictions on goods, software and technology, such as dual-use checks for
critical specifications in specification management. The two disciplines interlock: a supplier who is not
sanctioned may still deliver goods that require an export licence.

Who must screen?

In principle, the obligation applies to all companies engaged in cross-border goods or services
relationships — including subcontractors and SMESs. In practice, screening also makes sense for purely
domestic business, as sanctions regimes contain ownership rules: a company may be affected via its
ownership structure even if it is not itself listed.
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Legal basis and relevant lists

The foundation consists of sanctions regulations at EU level, national legislation and the lists of other
states whose law companies must observe when conducting business connected to those jurisdictions.
Legal assessments always depend on the individual case and should be reviewed by data protection or
export control officers and, upon request, by legal counsel.

Key sanctions lists

Typically relevant are the EU sanctions lists (EU consolidated list), the United Nations sanctions lists,
the US OFAC lists (in particular the SDN list and non-SDN lists) and the UK sanctions list. In addition,
practice includes checking export control lists (e.g. Entity Lists) and counter-terrorism registers. The lists
change frequently, which makes an up-to-date data source indispensable.

Ownership rules and indirect hits

Under US precedent and similar approaches, companies can be affected if sanctioned persons together
hold more than typically 50% of the shares — even without their own listing. For buyers this means: not
only the supplier itself but also its ultimate beneficial owners must be captured and screened.
Ownership information is therefore part of supplier onboarding.

Methods and procedure in the screening process

Effective screening follows a fixed process: data capture, automated matching, hit review, decision and
documentation. It can be integrated into onboarding as part of Source-to-Contract (S2C) as well as into
the ongoing monitoring of Procure-to-Pay (P2P) processes.

Onboarding screening

Before a supplier is approved for the first time, the company name, register entry, addresses, ultimate
beneficial owners and — for personal data — responsible contacts are checked against the relevant lists.
Only after a clean result or documented approval is the supplier created in the supplier master. The
result forms part of the supplier file and is part of the review in the same way as quality requirements
such as ISO 9001.

« Capture of complete master data including ownership structure

» Automatic list check upon new entries
» Documentation of the result in the supplier file

Screening before every transaction

For sensitive transactions — such as exports, end customers in third countries or payments to new bank
details — a renewed check before execution is recommended. Changes to payment recipients in
particular are a classic fraud and sanctions risk and should be safeguarded by a four-eyes principle.

Continuous monitoring

Because lists change constantly, existing suppliers are typically re-screened daily to weekly.
Alternatively, notifications run on list deltas. The frequency is based on the supplier's risk class: high-risk
countries, export goods or long supply chains require tighter intervals than simple C-parts suppliers.

Fuzzy matching and hit review

Exact name matches are not sufficient: transliterations from other scripts, abbreviated company names
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and spelling variants result in mismatches that can only be found using fuzzy logic. Every system hit
(potential match) is then reviewed manually and either documented as a false positive or escalated as a
true match. This true match analysis requires trained staff and clear escalation paths.

Key KPlIs for sanctions screening

The effectiveness of screening can be measured. Common KPIs relate to coverage, the quality of hit
reviews and response times. They are suitable for internal audits as well as for providing evidence to
authorities and customers.

Coverage and currency

Screening coverage indicates the proportion of active suppliers that were checked within the defined
interval. In practice, values close to 100% are expected; any gaps are documented and justified. In
addition, the time between a list update and its import into your own system is measured.

False positive rate and processing time

The false positive rate describes the proportion of alerts that prove to be harmless after review. Typically
it is high — often over 90% — which ties up resources; good data quality and finely tuned matching rules
reduce the effort. The average processing time per hit should also be monitored so that escalations do
not spiral out of control.

Response time to list additions

Critical is the period between a supplier's addition to a sanctions list and the internal blocking of
transactions. In practice, hours to a few days are cited as the target. This KPI is one of the central
evidential metrics in audits.

Risks and controls in sanctions screening

Inadequate screening leads to legal, financial and operational risks. Internal risks also arise from faulty
data, unclear responsibilities or incomplete documentation. Effective controls combine systems,
organisation and training.

Financial and legal risks

Violations can trigger fines, criminal proceedings, the loss of export licences and civil law
consequences. Indirect effects such as blocked payments, frozen funds or difficulties with insurance
cover are also possible. Depending on the legal jurisdiction, responsible individuals may also be
personally liable in addition to the company.

Data quality as a prerequisite

Screening is only as good as the master data. Missing addresses, incomplete ownership information or
outdated bank details lead to errors in both directions: missed hits and unnecessary false positives.
Clear responsibilities — for example in the sense of a data owner for the supplier master data model —
and regular cleansing are therefore fundamental prerequisites.

Organisational controls

Proven controls include defined roles (screening owners, reviewers, escalation authority), the four-eyes
principle for approvals, training records and a documented procedure geared towards auditability.
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Regular internal audits or review-supported assessments ensure traceability.

» Clear responsibilities and escalation paths
» Four-eyes principle for approvals and payment data
 Verifiable training and documented procedures

Current developments: mitigating risk through automation and data
integration

Sanctions screening is evolving from a manual tick-box process into an integrated component of digital
procurement platforms. Drivers are tighter regulation, more complex supply chains and available
interfaces to list providers.

Integration into procurement systems

Screening implemented in a modern way is embedded in order and invoice workflows: automatic checks
already take effect when the supplier is created, at order approval and when payment data is changed.
This moves the control forward into the ordering process and reduces downstream correction effort, up
to and including advance payment or payment stops.

Risk-based approach

Instead of screening all partners equally, a risk-based approach classifies suppliers by country,
commodity group, export relevance and ownership structure. A-suppliers with critical goods receive
close-meshed checks, simple catalogue items a leaner review. The approach also reflects corporate
strategy, for example in single sourcing or critical sourcing decisions.

Supply chain transparency

Screening beyond the Tier 1 level is increasingly in demand: suppliers of suppliers can become relevant
for your own compliance, for example with critical intermediate products or long supply chains with
border crossings and transport documents such as the CMR consignment note or the bill of lading. Full
transparency is resource-intensive, but in export business in particular it is a growing area of scrutiny.

Typical metrics

Screening coverage: > 98%
Proportion of active suppliers with a current check within the defined interval

False positive rate: typically > 90%
A high proportion is normal; lower values indicate cleaner master data

Response time to list additions: < 24-72 hours
Time until internal blocking of affected transactions after a list addition

Processing time per hit: typically <2 working days
For monitoring open hits and escalation workload

Practical example

A medium-sized mechanical engineering company with exports to third countries had previously carried
out sanctions screening manually every six months using spreadsheet comparisons. An internal review
revealed gaps: new suppliers were not screened before the first order, and a change of bank details had
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been accepted without verification. The company then built up a systematic screening process.

* Introduction of automated matching against EU, UN, OFAC and UK lists at supplier onboarding and
upon master data changes

« Capture of ultimate beneficial owners in the supplier questionnaire, including evidence of the
ownership structure

» Four-eyes principle and mandatory callback verification for changes to payment recipients

* Monthly management report on screening coverage, open hits and processing times

Conclusion

Supplier sanctions screening is a legally and commercially critical baseline control in modern
procurement. It requires clean master data, clear responsibilities and risk-based process integration into
onboarding and transaction flows. Automation reduces effort and sources of error, but does not replace
substantive hit reviews and documentation. Those who take screening seriously reduce fine and
reputational risks while simultaneously strengthening the reliability of their own supply chain. Buyers are
advised to review the process regularly and adapt it to current list, legal and supply chain developments
— where in doubt, with legal advice on a case-by-case basis.

Frequently asked questions

What is supplier sanctions screening?

It is the systematic checking of suppliers and their owners against sanctions and export control lists. The
aim is to avoid business relationships with sanctioned individuals, organisations or locations. Screening
typically takes place at onboarding and thereafter at regular intervals during the business relationship.

Which sanctions lists must companies check?

In practice, the EU consolidated sanctions list, the UN lists, the US OFAC lists and the UK sanctions list
are usually checked. Depending on the business relationship, further lists and export control registers
may be relevant. The specific obligation depends on the individual case and should be clarified legally
on a case-by-case basis.

How often should supplier screening be carried out?

Screening at onboarding is standard, followed by continuous or recurring checks, often daily to weekly
for critical suppliers. The interval should be chosen on a risk-based basis. It is important that list updates
are imported into your own system promptly.

Who is responsible for sanctions screening within the company?

Typically, operational responsibility lies with procurement or with the compliance/trade compliance
function. Responsibilities should be documented in writing, including escalation paths and the four-eyes
principle. In smaller companies, management often assumes the supervisory role.

What are false positives in sanctions screening?

False positives are system hits that turn out to be harmless upon manual review, for example because
they only involve name similarities. They are unavoidable and common in practice. Documented
false-positive reviews are important as evidence that every alert was assessed appropriately.
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Can a supplier that is not listed still be sanctions-relevant?

Yes. Under ownership rules, a company may be affected if sanctioned persons hold sufficient ownership
shares, even without being listed itself. For this reason, ultimate beneficial owners should be captured
and screened. Products and payment channels can also be subject to restrictions.
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